
Protecting 
Yourself From 
Supply Chain 

Attacks - Trust 
Is Overrated

Paul Asadoorian - Bsides Charm 2023

Me reading the list of hardware/software I 
trust.



Do you have high blood 
pressure?



Do you love coffee?





If you search the Internet long enough, anything can be true…









Checking the supply chain of my coffee…

High-performance liquid 
chromatography (HPLC) is a 
technique used to separate 
molecules based on size and 
surface charge, among other 
properties. The incorporation of 
ultra-violet (UV) spectroscopy with 
HPLC allows the concentration of 
molecules to be determined 
following separation.

Cost: $15,000-$50,000+



How do we minimize supply chain risks?

Create 
everything 

myself

Create nothing 
and do no 
verification

Verify, then trust. 
Make attackers 

lives more 
difficult.



I use Linux as my daily driver

I am obligated to tell you that. I’ll use many Linux-related examples.
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HW/SW vendors



Real-world Supply Chain Attack Examples
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Checking Your TPM

https://github.com/immune-gmbh/tpm-vuln-checker 

https://github.com/immune-gmbh/tpm-vuln-checker
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What To Do?

https://blog.quarkslab.com/vulnerabilities-in-the-tpm-20-reference-implementation-code.html 

https://blog.quarkslab.com/vulnerabilities-in-the-tpm-20-reference-implementation-code.html
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Which hardware do I have?
$ inxi

CPU: 24-core AMD Ryzen Threadripper 3960X (-MT MCP-)

speed/min/max: 2315/2200/4568 MHz Kernel: 
5.15.108-1-MANJARO x86_64

Up: 3d 1h 39m Mem: 17725.7/257597.1 MiB (6.9%) Storage: 
3.18 TiB (15.7% used)

Procs: 816 Shell: Bash inxi: 3.3.26

https://github.com/smxi/inxi 

My HW may be around for a while.

https://github.com/smxi/inxi
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MSI Breach and the Supply Chain

• Ransomware operator known as Money Message has likely stolen 1.5TB of data including MSI source 
code, BIOS development framework, and private keys needed to sign modules. 

• Attackers will be able to develop malicious UEFI firmware, insert backdoors into source code, or 
compromise infrastructure used by many people around the world.

• The extreme risk already present on MSI systems due to a lack of signatures on updates. Without these 
signatures, enterprises and consumers have no way to verify known-good firmware binaries before 
installing them, creating a scenario ripe for abuse by any supply chain attacker.

https://eclypsium.com/blog/analyzing-your-risk-from-the-msi-breach/ 

https://eclypsium.com/blog/msi-incident-part-2-binary-analysis/ 

https://eclypsium.com/blog/analyzing-your-risk-from-the-msi-breach/
https://eclypsium.com/blog/msi-incident-part-2-binary-analysis/
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Black Lotus

• News in late 2022 of a new UEFI bootkit being sold for $5,000 on hacking forums called 
BlackLotus.

• The rootkit bypasses UEFI Secure Boot by exploiting a vulnerability in the Windows bootloader 
(CVE-2022-21894, AKA “Baton Drop”). 

• An attacker with administrator privileges (and the ability to bypass UAC) can install an older, 
still-vulnerable boot manager version. 

• With the vulnerable code in place, the attacker can install a signing key using the same 
MOK/Shim toolset used to enable UEFI Secure Boot on Linux. This allows boot-time persistence 
for a payload that alters the Windows kernel behavior, disabling multiple security protections 

https://eclypsium.com/blog/blacklotus-a-threat-coming-to-a-system-near-you/ 

https://eclypsium.com/blog/blacklotus-a-threat-coming-to-a-system-near-you/
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FWUPD and LVFS

• LVFS - Vendors submit firmware updates
• Fwupd - Linux software package to check and 

update firmware
• It’s free and open-source software
• I interviewed the maintainer of this project, 

Richard Hughes here: 
https://eclypsium.com/podcasts/bts-8-richard-hu
ghes/ 

https://eclypsium.com/podcasts/bts-8-richard-hughes/
https://eclypsium.com/podcasts/bts-8-richard-hughes/


24Eclypsium Confidential and Proprietary© 2023 Eclypsium

Secure Boot
• You should enable it

• You should also keep the DBX up-to-date

• Fwupd can detect dangerous situations (e.g. a DBX 
update that includes a hash for the existing bootloader)

• https://twitter.com/esetresearch/status/164100826048
7471106 - Vulnerable UEFI binaries Revoked in August 
2022 DBX update were revoked incorrectly

https://twitter.com/esetresearch/status/1641008260487471106
https://twitter.com/esetresearch/status/1641008260487471106
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NPM
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3CX
• This was a nested supply chain attack - Trading 

Technologies X_TRADER -> 3CX build systems where 
3CX was backdoored

• Attackers exploited old bugs 
(https://www.bleepingcomputer.com/news/microsof
t/10-year-old-windows-bug-with-opt-in-fix-exploited-in
-3cx-attack/ ) allowing them to bypass code signing. 

• The vendor handled the situation very poorly
• We still do not know the extent of the damages

https://www.bleepingcomputer.com/news/microsoft/10-year-old-windows-bug-with-opt-in-fix-exploited-in-3cx-attack/
https://www.bleepingcomputer.com/news/microsoft/10-year-old-windows-bug-with-opt-in-fix-exploited-in-3cx-attack/
https://www.bleepingcomputer.com/news/microsoft/10-year-old-windows-bug-with-opt-in-fix-exploited-in-3cx-attack/
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A Linux Example

• The Arch team is working to make this 
better

• Package maintainers in AUR can select 
which files are validated and which ones 
are not

• Pay attention when you are updating 
systems! https://blog.nietaanraken.nl/posts/aur-packages-expired-domains/ 

https://blog.nietaanraken.nl/posts/aur-packages-expired-domains/
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Verify Then Trust

You are part of the chain of trust!
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“You can't trust code that you did not totally create 
yourself.”

“Reflections on Trusting Trust” - Ken Thompson, August 1984, Volume 27 Number 8, Communications of the ACM

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf 

“No amount of source-level verification or scrutiny 
will protect you from using untrusted code.”

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf
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Use The Google?

• Only Java and Python (For now)

• SBOMs - SPDX and VEX

• Verifiable SLSA (Supply Chain Levels for Software Artifacts) 
compliance

https://cloud.google.com/assured-open-source-software 

https://cloud.google.com/assured-open-source-software
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Conclusions

In the areas of hardware, firmware, 3rd party software and application software - Develop 
a strategy and plans for validating the supply chain

Monitor for changes - Look for changes in BMC firmware, UEFI, bootloaders and kernel 
drivers - If they happen independent of a known update, something is wrong. 

Compare SBOMs - Continuously verify and validate firmware and software. Has it 
changed? Does it match what is intended to be installed?



Huge Thanks!
My Co-workers: Alex Bazhaniuk, Yuriy Bulygin, John Loucaides, Federico “Fede” Perez, 
Mickey Shkatov, Jesse Michael, Vladyslav Babkin, Nate Warfield and more!

About Me: Podcast host for Paul’s Security Weekly (https://securityweekly.com), Principal 
Security Evangelist for Eclypsium, and Eclypsium Podcast host (new!)

https://securityweekly.com


Resources

Firmware Enumeration with Open Source Tools (Video/Webinar)

BHIS | Firmware Enumeration Using Open Source Tools | Paul Asadoorian | 1-Hour 
(Video/Webinar)

Firmware Security Realizations – Part 1 – Secure Boot And Dbx (Blog post)

Firmware Security Realizations – Part 2 – Start Your Management Engine (Blog Post)

Firmware Security Realizations – Part 3 – Spi Write Protections (Blog Post)

UEFI & SMM Vulnerabilities - Jesse Michael - PSW #764 (Video/Podcast)

Not-So-Secure Boot - Jesse Michael, Mickey Shkatov - PSW #751 (Video/Podcast)

https://www.youtube.com/watch?v=9upf-QsGfoc
https://www.youtube.com/watch?v=G0hF76nBE7E
https://eclypsium.com/2022/07/26/firmware-security-realizations-part-1-secure-boot-and-dbx/
https://eclypsium.com/2022/08/10/firmware-security-realizations-part-2-start-your-management-engine/
https://eclypsium.com/2022/09/19/firmware-security-realizations-part-3-spi-write-protections/
https://www.youtube.com/watch?v=WeFvhlGKXWE
https://www.youtube.com/watch?v=XULaw6f6CIU

